ANTONIO BRACCOLINO

Cyber Security Consultant | Identity & Access Management (IAM/CIAM) | Digital Transformation
Antonio.braccolino@outlook.it | Nationality: Italiana

PROFESSIONAL PROFILE

Cyber Security Specialist with almost 4 years of experience in Identity & Access Management (IAM) and
Customer IAM (CIAM), gained in enterprise, banking, and financial environments. Currently at Deloitte
(Cyber Risk Team, Identity Area), | manage the end-to-end access lifecycle, including HR Joiner-Mover-
Leaver (JML) processes on ServiceNow. | have experience integrating enterprise and banking platforms
(SAP, SimCorp Dimension, Microsoft Entra ID) and designing advanced authentication architectures
(SSO, MFA, Passwordless). | work in Agile/Scrum teams with an approach oriented towards governance,
risk, and compliance (GDPR, Zero Trust). A solid background in Machine Learning and iOS mobile
development completes the profile.

TECHINCAL SKILLS

*+ |IAM/ CIAM & Cloud Identity: OnelLogin, Auth0O, Descope, Okta, Microsoft Entra ID (Azure AD),
PingOne, One Identity, SailPoint

+ Security & Authentication Protocols: OIDC, OAuth 2.0, SAML, SCIM, WebAuthn, MFA, SSO,
Passwordless, Cryptography

*  HR Processes & Service Management: Joiner-Mover-Leaver (JML), ServiceNow, Access
Review, Account Lifecycle Management, Active Directory Tiering

+ Enterprise Integration & Banking Applications: SAP (S/4HANA, EWM, CIS), SimCorp
Dimension, Neolink, integration with banking and asset management applications in regulated
environments

+ Governance, Risk & Compliance: RBAC, ABAC, Zero Trust, GDPR, Identity Governance,
Security Audit

* Project & Service Management: Agile and Scrum Methodologies, Digital Transformation,
Disaster Recovery and Business Continuity (BC) Planning

* Development, Al & Emerging Technologies: Machine Learning, Amazon Rekognition,
Blockchain, DeFi, iOS Development

* Languages: Italian (Native), English

WORK EXPERIENCE

Cyber Risk Consultant — Identity & Access Management
Deloitte 2023 — Present

» Design and implementation of scalable Customer IAM (CIAM) architectures in B2B, B2C, and
B2E contexts on platforms such as AuthO, Descope, PingOne, and OnelLogin.

» Implementation of Single Sign-On (SSO) architectures based on OIDC, OAuth 2.0, and SAML;
implementation of Multi-Factor Authentication (MFA) and passwordless solutions.

» End-to-end management of HR Joiner-Mover-Leaver (JML) processes via ServiceNow,
automating the user lifecycle (provisioning, role transfer, deprovisioning) via the SCIM protocol.

* Leading integration projects between Microsoft Entra ID, SAP environments (S/4HANA, EWM,
CIS), and banking/financial applications (SimCorp Dimension), managing
provisioning/deprovisioning, attribute mapping, role management, and reconciliation and license
management activities in regulated environments.

+ Definition and systematic review of access policies according to RBAC and ABAC models;
management of identity linking, user migration, step-up authentication, and advanced session
management.

+ Contribution to the definition of Disaster Recovery (DR) and Business Continuity (BC) plans for
critical IAM systems, supporting the resilience of authentication and access processes.

+ Support for Digital Transformation initiatives through the modernization of the IAM infrastructure;
operations in Agile/Scrum teams for the iterative release of solutions.



+ Alignment of architectures with Zero Trust frameworks and privacy regulations (GDPR), with
monitoring and security audit activities.

+ Integration of IAM processes with ServiceNow for tracking requests, approvals, and provisioning;
support for Active Directory (AD) Tiering activities, decommissioning of non-compliant users, and
periodic access reviews.

+ Active research on emerging technologies (metaverse, blockchain, DeFi, decentralized identities)
and vulnerability analysis for the mitigation of threats such as phishing and ransomware.

EDUCATION AND TRAINING

Master in Cyber Security Specialist
Politecnico di Milano 2025

Thesis/Project Work: analysis and implementation of the OneLogin platform applied to a real corporate
case study, with the definition of the IAM architecture, provisioning flows, SSO/MFA configuration, and
related operational use-cases.

Bachelor's Degree in Computer Engineering
Universita degli Studi di Napoli Federico Il 2023

Bachelor's Thesis: "Facial Expression Recognition from video (Amazon Rekognition)" — analysis of
Machine Learning applied to videos, structured in ML techniques, languages, frameworks, and case
studies.

Apple Developer Academy
Universita degli Studi di Napoli Federico Il 2022

Intensive training on iOS development, mobile Ul/UX design, and project management.

CERTIFICATIONS

*  One Identity — OnelLogin — Implementation Professional

*  One Identity — OneLogin — Technical Specialist

*  One Identity — Access Management — PreSales Accreditation
*  One Identity — Access Management — Sales Accreditation

» SailPoint Identity Security Leader Credential

* Ping Identity Certified Professional — PingOne SSO Associate
» Ping Identity Certified Professional — PingOne SSO MFA

* Apple Developer

* Apple Teacher

PROJECTS AND HACKATHONS

* Apple WWDC Winner: selected and awarded at the WWDC22 and WWDC23 editions of the
Worldwide Developers Conference Apple.

* ML Model for Breast Cancer Detection (Apple Developer Academy): development of a
machine learning model on a dataset of approximately 8,000 mammogram images (women aged
40-70), classified into 8 distinct classes by density and nature (benign/malignant).

+ TruSteppy (Co-founder): design and development of an accessibility mobile application to
support blind and visually impaired people in detecting and avoiding obstacles.

* Winner The Big Hack — 7th edition: Challenge of Defence Tech, Thales Alenia Space.

*  Winner The Big Hack - 8th edition: Graded S.p.A. (EnergySmart B2B Challenge) and So.Re.Sa
(SINFONIA project: Algent, virtual bridge for healthcare professionals).



